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Step-by-Step Guide for Verifying SQL Database Connection

This step-by-step guide should help users identify connection issues with a SQL database,
whether related to permissions, server configuration, or firewalls. Following this process,
the user can verify most technical aspects before seeking further assistance.

o User Permissions Verification (Domain and SQL)

1.1. Verifying Database User Permissions

If the user uses Windows Authentication, check that they are a group member or have permissions
associated with that domain. For example, the user should be in the Active Directory group with access to
the database.

1.2. Domain-level Permissions (Active Directory)
Ensure the user has sufficient permissions at the domain level to access the SQL machine/server.

If the user needs to connect using their domain account, ensure that network share or domain controller
permissions allow access to the SQL server.

9 Verifying SQL Server Configuration

2.1. Verifying TCP/IP Connection is Enabled
Step 1: Check that SQL Server allows TCP/IP connections.

« Open the SQL Server Configuration Manager.
« Under SQL Server Network Configuration > Protocols for <Your Instance Name>, ensure that TCP/IP is enabled.
« If not, enable it and restart the SQL Server service.

2.2. Verifying the SQL Server (Instance)

Step 1: Verify that the SQL server is online and that the instance is accessible from the user's machine.

« You can test this by using the ping command to check if the server responds:

bash
Copy code
ping server_name_or_ip
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e Verifying Firewall and Network Settings

3.1. Verifying Database User Permissions
Step 1: Verify that the SQL server is online and that the instance is accessible from the user's machine.

« Open Windows Firewall (or corporate firewall).
« Verify that rules for the SQL port are enabled (by default, port 1433 for SQL Server).
« If there are rules blocking the port (e.g., 1433 or a custom port), add a rule to allow access on that port.

Example:

« Open “Windows Defender Firewall with Advanced Security” > “Inbound Rules” > Add a rule to allow inbound traffic
on port 1433.

3.2. Verifying Client Firewall Settings

Step 1: If the user is connecting from a remote machine, verify that their firewall also allows the connection
on that port.

Step 2: Ask the user to run the telnet command to test the connection to the SQL server port:

bash

Copy code

telnet server_ name_or _ip 1433

If the connection fails, the problem is likely due to a firewall.

e Verifying Database Connection Settings

4.1. Testing the Connection with a Management Tool

Step 1: Ask the user to test the connection via a database management tool like SQL Server Management
Studio (SSMS), MySQL Workbench, or another suitable tool.

« In SSMS, for example, enter the server information, database, username, and password, then try to connect.

Step 2: If the user encounters an error message, it may provide a valuable clue about the nature of the issue
(e.g., password issue, port problem, etc.).

4.2. Verifying the Connection String

Step 1: Verify that the user is using the correct connection string if access is being made via an application
or script.

« Example of SQL Server connection string:

plaintext
Copy code
Server=server_name_or_ip; Database=database name; User Id=user_name; Password=password

« If the application uses a configuration file (e.g., a .config file for a .NET application), ensure the connection information
is correctly provided.
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e Resolving Common Issues

5.1. “Connection Error: Unable to Connect to SQL Server”

This could be due to a network problem, firewall misconfiguration, or permission issues. Check the points
mentioned above.

5.2. “Authentication Error”

If the user is connecting via Windows Authentication, make sure their configuration is correct and that the
local machine is part of the domain.

G Contacting Technical Support

If, after all these checks, the user is still unable to connect, it may be necessary to contact the network
administrator or technical support for a deeper investigation into infrastructure or security issues.

©) We hope this guide will help you and your team. Our team is always available
to answer your questions.
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